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Zero Trust with Genian NAC



Agenda

❏ City of Kitchener Network Security Challenges

❏ Genian NAC Overview

❏ City of Kitchener Use Case Examples

Key Technologies: Cloud, Virtualization, Zero Trust / Least Privileged Access



City of Kitchener
Network Cybersecurity Challenges

❑ How do we gain network visibility rapidly and accurately?

❑ How do we detect rogue devices connected to our network?

❑ How do we manage access for authorized devices?

❑ How do we manage network security remotely?



Company 
Overview

Business Name 

Genians, Inc.

Main Products

Genian NAC, Genian DPI, 
Genian Insights E EDR

Established 

2005

Publicly Traded

263860:KS Listed on KOSDAQ

Employee 

140 (70% are engineers)

Customers

Over 1,600 

#1
S.Korean Market

1,600
Happy Customers

16 Years
Providing Solutions

30+
Global Partners

Market Guide for NAC 2018, 2020Global NAC Market Forecast to 2024

Genians Named a Representative Vendor in 



Genian Next-Gen NAC

Discover EnforceCategorize Monitor



IDENTITY

Specific Platform

▪ Manufacturer

▪ Connection Types

▪ Actual image of each 
the device 

CONTEXT

Business Information 

▪ End of Sale (EOS)

▪ End of Life (EOL)

▪ Country of Origin

RISK

Technology Vulnerability 

▪ List of CVEs

Business Vulnerability 

▪ Out of Business

▪ Acquisitions

Genian Device 
Platform 

Intelligence
(GDPI)

Visibility 2.0

Beyond Device Fingerprinting

Platform Identity, Context and Risk

Cloud Database with API

Available as Subscription Service 

Over 6000 New Platforms in 2020

https://www.genians.com/dpi-list/

https://www.genians.com/dpi-list/


DYNAMIC CLASSIFICATION

▪ Condition-based Grouping    
(Over 500 predefined conditions) 

▪ Policy Enforcement Based on 
Endpoint Compliance Status

▪ Granular Permissions Assigned

Network Access    
Control

MULTI-LAYERED SECURITY / ENFORCEMENT

▪ Layer 2: ARP Enforcement (Preferred)
▪ Layer 2: 802.1x: Built-in RADIUS server 
▪ Layer 3: TCP reset (SPAN/Mirror Port) 
▪ Layer 3: Inline enforcer (Dual-homed Gateway) 
▪ Agent: Quarantine at NIC Level or with Firewall
▪ DHCP: Built-in DHCP server 

Step 1 

Dynamic Node Grouping

Step 2 
Granular Policy Enforcement

Step 3
Choose Enforcement Method(s)



8



9

Physical Sensor             

Option

Virtual Sensor             

Option

Cloud Managed 

Policies



Small Form Factor device 

pre-staged at Central Location

Connect to pre-configured port at 

branch office

Sensor automatically registers with 

Cloud Policy Server

All Nodes automatically detected and 

policies enforced



Zero Trust Model – What is It?
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At the most basic level, Zero Trust means exactly what it sounds like, plus
a little more. Don’t trust anything/anyone and even when you do, allow as
little access as possible. Also, be sure you monitor and adapt if needed.
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Segmentation with Genian NAC

13

❑ Identify Devices with Device Platform Intelligence
❑ Create Security Tags and Permissions
❑ Configure Node Groups based on Conditions
❑ Assign Least Privileges Required via Enforcement Policy
❑ Permissions Follow Node, Not Tied to Network Configuration
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Logical 
Segmentation 
in Minutes

Step 1

Define Node Tags

Step 2

Define Node Groups

Step 3

Create Policies and Permissions

Step 4

Test and Validate
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Tag for
Trusted Devices

Tag for
Guest Devices

Tag for
Everything Else      

Permissions
Assigned



17

Unknown Devices
Identified

Enforcement 
Policy Assigned

Platform Type
Identified



Monitoring - Logs



Monitoring – Notifications / Actions

Email or SMS
to Admins

Webhook to 
Slack / Teams

Notify / Action 
Based on Event

Dynamically
Tag Nodes
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THANK YOU!

petar.lopandic@kitchener.ca

hello@genians.com

Questions?

mailto:petar.lopandic@kitchener.ca
mailto:hello@genians.com


www.genians.com

Next-Gen Network Access Control


