
Zero Trust with Genian ZT-NAC
The Evolution of ZT-NAC
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Cloud Visibility Examples
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Cloud Connector Visibility Example

Cloud Connector

           Step 1
Deploy Policy Server
   in Genians Cloud

              Step 2
Enable Cloud Connector
       in Policy Server

                    Step 3
Connector Collects Information
  About Instances in the Cloud

EC2s
    Policy Server 



Cloud Sensor Visibility Example

            Step 1
Deploy Policy Server
          On-Prem

             Step 2
 Deploy Cloud Sensor
            in Azure

              Step 3
  Cloud Sensor Detects
all VMs In Azure Subnet

   On-Prem
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Agent Visibility Example

            Step 1
Deploy Policy Server
           in AWS

                  Step 2
     Install Agent on Google
        Compute Instance

    Policy Server 
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Agent Collects  Information
   About Compute Instance



Example Combined Node List in ZT-NAC UI
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       Azure VMs 
detected by Sensor

       AWS EC2s detected
           with Connector



Cloud Connector Control Example 1
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 Cloud Node Matches 
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Agent Control Example

    Policy Server 

              Step 2
Install Agent on Google
   Compute Instance

             Step 1
 Cloud Node Matches 
on Enforcement Policy

                      Step 3
Agent Modifies Firewall Rules to
Restrict or Quarantine Instance



ZT-NAC Cloud Gateway
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